Computer Viruses.  How Do You Get Them?
There have been a number of virus scares within the past couple of months, and we thought it would be helpful to tell you how you can get a virus and how you cannot.  

Many people send virus warnings through the Internet with the subject line “Do not open any e-mail titled…   It will destroy your hard drive and do various other bad things to your computer.”  While these warnings are attempting to help you, actually, they are just spreading fear and bad information.  The fact is: you cannot get a virus or any system damaging software by reading an e-mail.  E-mails (the actual messages) cannot contain viruses.

A virus cannot exist in an e-mail text message, nor do they simply "float around" the Internet.  Viruses must be downloaded to your computer to do damage.  While reading        e-mail, you are not actively downloading or executing any code for a virus to activate.  Therefore, no virus can exist. 

However, if you (or your computer) download a file attached to an e-mail or posting and run it, there is a chance that file could contain a virus.  This makes it very important that you do not, under any circumstances, allow your e-mail program to automatically run or download attached file. You risk infection by doing so!

Here are some ways you could possibly get a computer virus.  

If you get an e-mail with a file attached to it that contains a virus and you download that file and run it, your computer will become infected.  

If you get an e-mail with a file attached to it (ex. A Word doc.) that contains a virus and you download that file and open it, your computer will become infected with that virus.

If you download a file from the Internet that contains a virus and you run it, your computer will become infected.  

Viruses are also transmitted by computer networks (2 or more computers linked up together) and by infected disks.  Do not use someone else's floppy without virus-checking it first!  If you were to boot a   computer with an infected floppy, your computer will be infected.

How can you do to avoid getting a virus?  Well, be smart.  Never download or run an   attached file on an e-mail from a stranger or from an unknown address.  Also, make sure you have a good anti-virus program that is  updated often from the company.  Good anti-virus companies are McAffee, Symnantic, and Norton.

Also, be very careful when downloading a program from a friend.  If they have a virus, they probably do not know it and might pass it on by accident.  Do not have your e-mail program set to automatically run attached files. This is especially true for browsers and/or e-mail programs that automatically open Word files after opening the e-mail. Turn off the option to execute any programs after receiving e-mail.   For complete instructions as to how to turn off this option, please see our next newsletter.  Also, keep your e-mail program  updated.  If there is a problem virus out there, most e-mail companies will update their security to run checks for those infected programs.

If your computer is on a 
network, make sure you have security steps in place to prevent unauthorized users putting files on your computer.  Networks are ideal virus transmitters since they can be accessed by many computers and there usually is a great deal of interaction between these computers. 

Take care in using floppy disks.  The more   computers a floppy has been used on, the    better the chance of a virus infecting it.  Always run floppies through an anti-virus program 

before using them.

So, to sum up, yes, you can receive a virus from e-mail, but you cannot infect your computer by simply by reading the e-mail.  You (or your computer) must download an infected attachment and run it in order to get the virus.  You need to be careful of what you download and put on your computer, not what you read. 

